OFFICE OF THE INSPECTOR GENERAL
Suite 310, St. James Building

November 29, 2007 Report No. 08-01

Honorable Mayor John S. Peyton
117 West Duval Street, Suite 400
Jacksonville, Florida 32202

Re: Prologic/IT Review
Dear Mayor Peyton,

In response to your request, the Inspector General’s Office has reviewed the Information
Technology Department’s (ITD) process for attaining Information Technology (IT)
consultant services, particularly the acquisition of services from Prologic Consultants,
Inc. (Prologic). Our objectives in conducting the review included: 1) to determine if the
Prologic bid award was in compliance with bid requirements; 2) to determine if vendors
(other than Prologic) added since the original bid award were in compliance with bid
requirements; 3) to determine if controls exist over the consultant solicitation and
selection processes; and, 4) to determine if controls exist over the invoice payment and
delivery of service processes.

Scope and Methodologies

The scope of the review was primarily placed on the award of computer related services
to Prologic and the procurement/payment transactions related to this award. The period of
the review starts with the General Government Awards Committee recommendation to
add Prologic as a vendor to the Computer Related Services Bid Contract (SC-0460-04)
on August 17, 2006 and ends when Prologic was removed as a vendor on August 10,
2007.

Methodologies for conducting the review included: 1) interviews with employees in I'TD,
Procurement and General Accounting Divisions, and 2) reviews of associated bid,
procurement, and invoice documentation. Additionally, on certain legal matters, the
auditors consulted with the Office of General Counsel.

Background

On February 6, 2004, the Computer Related Services Bid (SC-0460-04) was awarded as a
multiple vendor contract (27 vendors) with three, one-year renewal options. The bid was
designed to supplement ITD’s staff with temporary consulting labor. Originally, thirty-
nine (39) bid responses were received, of which twelve (12) vendors were disqualified for
various reasons. The disqualifications were primarily due to the lack of audited or
reviewed financial statements, one of the bid requirements discussed n the following



paragraph. Since the initial 2004 award. eleven (11) vendors have been added to the
approved vendor list.

Bid specifications require the bidder to comply with bid qualifications such as: 1) a three-
year In-business minimum; 2) audited or reviewed financial statements; 3) insurance
minimum stipulations; 4) a conflict of interest statement; and, 5) submission of a rate
schedule per consultant job category. Initially, the Procurement Division and ITD
performed an evaluation of vendor bid qualifications; however, this process was
subsequently performed by ITD for added vendors. Prologic was added as an approved
vendor in August of 2006, despite not meeting certain bid qualifications.

Initial annual Computer Related Services Bid expenditures were estimated at $250,000.
This estimate was increased to an aggregate maximum expenditure of $3,250,000 over
succeeding bid renewal periods.  Actual cumulative bid expenditures processed through
August 7, 2007 amount to $12,103,596, an excess of $8.,853.596 over estimated
expenditures. Cumulative payments (processed through August 7, 2007) to Prologic total
$548,364.

The following are our findings and recommendations. After discussing these findings
and recommendations with the appropriate departments/divisions, we requested their
written responses. The Procurement Division provided summary responses which have
been included in the body of the report following the applicable recommendation with
more detailed responses being attached to this report. Responses from the Information
Technology Department and the General Accounting Division have also been inserted
into the body of the report following each recommendation, as applicable. Copies of their
responses have also been attached.

Finding 1

Based upon a review of the Purchasing Code (Chapter 126 of the Jacksonville Ordinance
Code) in effect at the time of the bid award, this multiple vendor bid/award was not in
compliance with the Ordinance Code. Neither the Procurement Division nor the Awards
Committee acted as a control to enforce the provisions of the Ordinance Code to ensure
the bid and award complied with code provisions. The Ordinance Code in effect at the
time of the bid did not permit the award of multiple vendors. The Computer Related
Services Bid pre-qualified vendors and allowed a possible bid award to twenty-seven (27)
different vendors.

Recommendation 1

We recommend for future procurement proposals the Procurement Division identify on
the procurement document the Ordinance Code section applicable to the procurement
action (Bid, Request for Proposal, etc.). In addition, the various Award Committees
(General Government Awards Committee, Competitive Sealed Proposal Evaluation
Committee, and Professional Services Evaluation Committee) should ensure the awards
are in compliance with the code.
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Procurement Division Summary Response (See attached detailed narrative for a
more contextual response)

Agreed.  In an apparent attempt to award a contractual service in a manner
similar to the professional services method for evaluation under Part 3 of the then
existing Chapter 126, Jacksonville Ordinance Code (the “Old Code”). a hybrid
approach was developed that was not consistent with the Old Code. Going
Jorward, the services in question will be procured using either the Mulli-step
process of v 126.203 of the current Procurement Code (the “Code™) or the
Competitive Sealed Proposal (“CSP") process of § 126.204 of the Code.

Finding 2

There were no system controls or internal departmental controls in place to alert
management when the maximum bid/contract amount was attained and/or exceeded.
Auditors determined payments to vendors for the bid/contract date (February 6, 2004)
through August 7, 2007 totaled $12,103,596 (see attached Appendix A), yet the
authorized contract maximum was $3,250,000. Although all expenditures were within
annual budgeted guidelines, the Computer Related Services Bid/Contract was overspent
by $8,853,596. (Note: The initial contract amount of $250,000 was amended to $3.25
million by adding $1.5 million each year for annual renewals in renewal years two and
three.)

Recommendation 2

Internal controls must be established to alert management that contract/bid amounts are
exhausted. Preferably, these controls should be system generated and aligned to ensure
management is notified prior to the attainment of the bid/contract maximum amount to
allow adequate time for re-bidding or attaining proper authority to extend the contract
amount.

Procurement Division Summary Response (See attached detailed narrative for a
more contextual response)

While I do not purport to speak for the General Accounting Division,
Procurement did not possess the ability to provide a systematic alert in the event
an award had been reached or exceeded — With the current improvement
underway with JaxPRO, Procurement will possess this ability.

Finding 3

ITD performed the evaluation of bid qualifications for vendors subsequently added to the
Computer Related Services Bid. Once this evaluation process was complete, ITD sent a
memorandum to the Procurement Division stating the vendor had submitted all of the
required documents and met the requirements established in the bid/computer related



services supply contract. Based on the assertions from 1TD, the General Government
Awards Committee added vendors to the list of qualified vendors. Auditors’ tests indicate
the memorandums misstated compliance with bid requirements.

Auditors reviewed information submitted for five of the eleven vendors (including
Prologic) added since the initial bid was awarded. The following bid requirements were
reviewed: 1) minimum of 3 years in-business; 2) financial documents (copy of the
Report of an Independent Auditor or Report of Independent Certified Public Accountant
or copy of Independent Accountant’s Review Report); and, 3) consultant hourly rate
schedule. Prologic was the only vendor who did not meet the 3-year business minimum;
however, none of the vendors reviewed met the financial document requirement.
Additionally, a rate schedule was not available for one of the vendors. For each of the
five vendors reviewed, auditors noted a memorandum from ITD to Procurement stating
the vendor had submitted the required documents and met the requirements established in
the bid/computer related services supply contract.

Recommendation 3

We recommend the requesting department communicate its needs to Procurement, which
should perform the entire purchasing function, including the evaluation of bid
requirements. This process ensures a segregation of duties for internal control purposes
and provides a consistent evaluation function since Procurement should perform this duty
on a regular basis. The requesting department’s role in the evaluation function should be
limited to technical expertise. If multi-vendor awards continue, the award must be in
compliance with the Ordinance Code, and vendors should not be added once a bid is
awarded. Adding vendors after the fact allows a company missing the sealed bid
deadline to be considered anyway. If ITD determines current vendors are not meeting its
needs or projects/scopes are vastly expanded, the contract or relevant components should
be re-bid. Additionally, if it is management’s intent to require financial information for
future bids, specific financial requirements should be identified in the bid (for example -
requiring a specific asset to debt ratio). The mere submission of audited or reviewed
financial statements does not signify the company has the financial ability to pay its
obligations. Furthermore, Procurement Division employees performing the financial
evaluation function should possess the financial expertise to accomplish this task.

Procurement Division Summary Response (See attached detailed narrative for a
more contextual response)

Procurement’s Memorandum No. 07-05 addresses this issue.

Information Technology Department Response

We concur with the recommendation.

On September 26, 2007, the Department of Procurement provided training to the
[T staff members who interact with Procurement to procure goods or services.
This training clarified processes, procedures, and policies in accordance with



chapter 126, As a result, 1T staff clearly understands that the REFP process is
managed by Procurement and are aware of appropriate procedures.  The only
role of IT is to provide specifications and budgetary quotes for goods or services.
Memorandum #107-05 from Procurement was distributed 1o all employees.

Finding 4

There was no oversight over the consultant hiring process to prevent ITD from favoring
awards to a particular vendor. As a practical matter, the Procurement Division did not
provide any oversight over the Statement of Solicitation (SOS) process, which awarded
work to qualified vendors. (Note: The SOS, which is distributed to approved vendors.
lists the type of consultant service requested, various minimum skills/experience
required, and other information pertinent to the consultant position.) Purchase and
blanket orders were issued by Procurement; however, they did not approve the SOS or
review the solicitation process.

According to Section D.1.1 of the Computer Related Services Bid, the City is required to
“send a Statement of Solicitation (SOS) for consultant services to a vendor or vendors
awarded that service.” Auditors requested Statements of Solicitations for a sample of
cleven positions filled by Prologic consultants. ITD provided the requested SOS
documentation for only three (27.3%) of the eleven Prologic positions. Additionally, it
appears the scope of work documentation submitted by Prologic indicates some of the
solicitations were originated from Prologic and approved by ITD without rate solicitation
from other vendors. Auditors also requested Statements of Solicitations for a sample of
fifteen consultant positions filled by vendors other than Prologic. ITD provided the
requested SOS documentation for seven (46.7%) of the fifteen positions.

Auditors performed an analysis of IT consultant vendor payments for the period October
[, 2006 to August 7, 2007 (approximately 10 months) to evaluate payments to Prologic in
comparison to other vendors. Results indicate that of $2,910,155 total payments made to
sixteen (16) different vendors (average payment per vendor $181,885), Prologic received
$548,364 or 18.84% of the total. Prologic was added to the vendor list on August 21,
2006, but did not receive any actual payments in fiscal year (FY) 2005/2006. In
comparison to FY 2005/2006, ITD paid a total of $2,524.473 to twenty-three (23)
different vendors for an average payment of $109,760 per vendor. Ciber, Inc. was the
highest paid vendor receiving $316,919 or 12.55% of the total.

Recommendation 4

Management must implement controls to ensure an impartial and consistent consultant
solicitation and selection process exists. For future contracts, management should identify
specific scopes of work needed by ITD, and consider awarding the bid to one vendor,
eliminating the need to justify vendor selections when consultants are needed.
Additionally, vendor pricing would probably be more competitive since the contract
would be awarded to a sole vendor, allowing the vendor to make a larger total profit with



a lower consultant markup rate. The ultimate goal in the bid process is to receive the best
possible service at the lowest possible price.

Procurement Division Summary Response

In  responding (o this issue, 1 refer you to the responses (o
Ilinding/Recommendation Nos. 1, 2, and 3, above.

Finding S

ITD utilized the Computer Related Services Bid as a means to supplement full time
staffing and hire I'T professionals when vacant positions occurred. Employee finder’s fees
and excessive consultant service markup might have been avoided if ITD had advertised
for the needed employees using conventional employment methods.

Additionally, Section B.4.2 of the Computer Related Services Bid allows the City the
right to “recruit, hire or otherwise contract directly with any consultant who have [sic]
performed services under this contract after (6) months of contracting services for the
City. The Vendor company representing the consultant will be provided notification of
the City's intent, under this provision, when both the position and funding is available.
The City or its’ Independent Agencies will not incur any charges or finders fees
associated with this provision.”

Auditors conducted interviews and reviewed documentation of four former Prologic
consultants hired as City employees, two of which did not meet the six-month consulting
contract requirement. In one of the instances where the six-month consulting requirement
was ignored, auditors noted three separate Prologic proposals listing different consultant
rates, hours, and job categories for the same Prologic consultant. According to
Procurement Division personnel, the first Prologic proposal submitted by ITD was
rejected because the proposed job category of Operations Manager and rate of $233 per
hour were not listed on Prologic’s rate schedule. The second proposal for a Data Center
Consultant position with an hourly rate of $165 was rejected because the identified job
category was not one of the initial bid job categories. The third proposal submitted by
ITD was finally accepted by the Procurement Division after a proposed rate of $134 per
hour and job category complied with the initial bid job category schedule. This process,
with the lack of a detailed consultant job description listed in the bid, allowed ITD to pay
Prologic a gross finder’s fee over $29,500 for this consultant, who was hired as an
employee less than two months after being hired as a consultant. Note: Finder’s fees are
not allowed under Section B.4.2 of the Computer Related Services Bid.

Recommendation 5

The use of the Computer Related Services Bid to hire IT professionals should be greatly
curtailed. Management should be allowed to transfer funding for salaries from the 1T
Contracted Professional Services Account to the Salaried Employees Account based upon
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an analysis of: 1) the cost of a full-time employee versus the cost of the consultant. and
2) the determination of a continuing need for the individual.

Additionally, ITD should review the practice of using consulting services versus special
purpose employees (SPL) or appointed employees. Consulting services should be
utilized only under specific situations (project based or short-term needs) since full-time
employees are usually less expensive than consultants, because the vendor markup is
eliminated. Furthermore, appointed and special purpose employees can be dismissed if
they are not performing the job satisfactorily.

Information Technology Department Response

We concur with the recommendation.

ITD is currently doing an intensive diagnostic of the ITD organizational
structure.  This diagnostic performed an in-depth review of the use of contract
employees.  As a result, it was determined (based on the current allocation of
resources) that 4 of our existing contractors could be converted to SPEs. We are
also developing a system to ensure that institutional knowledge is retained within
ITD by the creation of a catalog of job processes. We intend to transition
contract employees off maintenance-related systems to specific projects with
defined timelines only. ITD will remain within the budgeted amount to maintain
fiscal responsibility.

Finding 6

Purchase orders for Prologic and other vendors were approved and paid in excess of
consultant hourly bid rates. Initially, as part of the bid package, the vendor is required to
submit a consultant hourly rate schedule per job category. Later, when the need for a
consultant arises and the consultant is selected, the vendor communicates the consultant’s
rate to ITD. A purchase order, which includes the consultant’s rate, is then initiated by
[TD and submitted to the Procurement Division for approval. Auditors noted instances
where ITD initiated purchase orders, which were subsequently approved by the
Procurement Division, for consultant hourly rates in excess of vendor’s bid rates.

Recommendation 6

Controls must be established to ensure purchase orders are not approved for more than
the consultant hourly bid rate. ITD and Procurement should not process or approve
transactions in excess of these amounts. Ideally, the Procurement system (JaxPro) should
reject a purchase order rate that exceeds the consultant hourly bid rate.






